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CBAI Web Hosting Services provides your institution with cutting-edge technology,
enterprise-grade security, and a high-performance infrastructure built to withstand
rigorous regulatory audits. Our platform consistently satisfies all banking quality
standards and security compliance mandates, including the specialized deployment of
secure .Bank top-level domains. We deliver a fully isolated, secure Virtual Private Server
(VPS) environment managed by an elite team of engineers with extensive, hands-on
experience in financial sector technology.

Every VPS architecture is engineered from the ground up to maximize usability,
structural functionality, and network perimeter defense. Backed by deep expertise in
FFIEC, FDIC, and GLBA compliance frameworks, we eliminate the operational blind
spots unique to financial web properties. We partner directly with your team to
customize a highly specialized deployment path that aligns with your bank's risk
assessment blueprints.
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Experience The Difference: Proactive Security & Performance
Baseline

MODERN BANK INFRASTRUCTURE: SECURE, ISOLATED. CONSOLIDATED.
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e Continuous Vulnerability & Penetration Testing: To ensure your institution
remains continuously secure and audit-ready, our team executes proactive
quarterly vulnerability scans and penetration assessments across all hosted
bank servers and web directories.

e Military-Grade Encryption Standard: While traditional hosting companies rely on
standard 128-bit security, we include enterprise-grade 256-bit SSL/TLS
encryption certificates entirely free of charge to safeguard data transmission.

e Hardened LAMP Stack Sovereignty: Our purpose-built LAMP stack servers
(Linux, Apache, MySQL, PHP) are custom-hardened to outperform generic Nginx
configurations. This architecture delivers superior database efficiency, deeper
core access controls, and tighter backend isolation.

e Redundant Air-Gapped Snapshots: Your critical banking assets are protected by
a multi-layered disaster recovery protocol. We maintain completely independent
rolling 7-day, monthly, and annual server-level snapshots. These are air-gapped
from local website-level backups to guarantee instantaneous redeployment in the
event of a catastrophic incident.

e Unified Vendor Management: We believe community banks deserve to simplify
their compliance reporting and vendor management loops. By consolidating your
secure web hosting, complimentary domain registration, Route 53 DNS
management, and managed corporate email under a single trusted association
umbrella, we eliminate security fragmentation.
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The Infrastructure Gap: Bank-First VPS vs. Shared Marketing
Portfolios
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While traditional marketing firms manage hundreds of generic commercial websites,
they often treat hosting as an opaque, bundled afterthought. Mixing financial systems
with unrelated retail clients on shared networks inherently introduces structural
vulnerabilities and compliance risks.

In stark contrast, CBAI Web Hosting focuses 100% of our energy on core infrastructure.

e Lightning-Fast Speed: Engineered with maximum data throughput to ensure your
site remains lightning-fast and responsive during intense peak traffic windows.

e Bank-First Security: Built natively on enterprise-grade, SOC 2 Type 2 compliant
AWS Secure Cloud infrastructure.

e Unified Digital Infrastructure: We consolidate your Hosting, CDN, DNS, and Email
services under a single company umbrella. This eliminates multi-vendor
finger-pointing and keeps your network layers perfectly synchronized.

e Zero Cross-Contamination: Your bank website is strictly isolated. We never mix
secure banking infrastructure with volatile public retail sites.

e Person-to-Person Support: True one-on-one, dedicated human support backed
by extensive knowledge of financial industry regulations. No automated loops or
impersonal ticketing bottlenecks.

CBAI Web Hosting

Community Bankers
Assaciation of lllinois
O Mission, Community Banks.,



CBAI Web Hosting
@ ® o Q
' Community Bankers
Association of lllinois

One Meszaon. Gommiunity Banks.

Infrastructure Sovereignty & Compliance Control

To satisfy strict regulatory examinations (such as GLBA and FFIEC), financial
institutions require unabstracted, root-level environment access. Commercial managed
platforms hide the server layer, causing major audit deficiencies:

1. Granular Audit Logging: Compliance mandates continuous, unedited system
logs routed directly to your internal Security Information and Event Management
(SIEM) tool. Our Webmin interface grants the root access required to query raw
0S logs in real time.

2. Custom Hardening & Patch Control: We allow administrators to immediately
patch local operating system libraries, disable unwanted network ports, or modify
kernel parameters the moment a zero-day exploit drops, rather than waiting for
an outside host's rigid update cycle.

3. Encryption Key Control: Enterprise bank compliance requires managing your own
dedicated encryption keys at rest using external Hardware Security Modules
(HSMs).

Community Bankers
Assaciation of lllinois
O Mission, Community Banks.,



. CBAI Web Hosting
& K .
£ Community Bankers
Association of lllinois

One Meszaon. Gommiunity Banks.

Transparent CBAI Member Tier Pricing

All Linux VPS plans feature isolated environments, static IP assignments, and
security-focused LAMP architectures.

Managed Linux VPS Hosting Tiers

Feature Tier 1 Web Hosting  Tier 2 Web Hosting  Tier 3 Web Hosting
CBAI Member Cost  $1,295/ Year $1,495/ Year $1,695 / Year
Virtual Servers 1 Private Server 1 Private Server 1 Private Server
Dedicated IP Static IP Address Static IP Address Static IP Address
RAM Allocation 1 GB RAM 2 GB RAM 4 GB RAM
Compute Core 2 vCPUs 2 vCPUs 2 vCPUs
SSD Storage 40 GB SSD 60 GB SSD 80 GB SSD
Bandwidth Cap 2 TB Bandwidth 3 TB Bandwidth 4 TB Bandwidth

Domains Included 1 Assigned Domain 1 Assigned Domain 1 Assigned Domain

e Tier 4 Custom Web Hosting: Setup upon request. Customized and priced
precisely to your bank's specialized technical specifications.
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Infrastructure-integrated Add-Ons

J CloudFront CDN & Geo-Distributed Threat Mitigation

Caches your bank's website across a secure global network, instantly dropping
volumetric DDoS attacks at the network edge while delivering near-zero latency page
loads to local customers. Secure this completely integrated service at an exclusive
discounted rate for CBAI Member Banks.

e CBAI Member Rate: Approx. $85 / Year* (Association Discount Applied)

AudioEye ADA Compliance & Accessibility

Utilizes continuous real-user monitoring technology that runs for every single visitor,
deploying automated fixes in real time to ensure perpetual compliance.

e CBAI Member Rate: $495 / Year (30% Association Discount Applied)

Ready to simplify your vendor management?

Contact Jenny Dial, CBAI at jennyd@cbai.com or call 217/553-7590 to
lock in your preferred banking infrastructure rates today.

* CloudFront service follows usage-based pricing. $85/year is based on average usage.
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